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GISTS SHOWING IN UNDERLINED AND ITALICS

IN THE INVESTIGATORY POWERS TRIBUNAL
BETWEEN:

PRIVACY INTERNATIONAL

and

(1) SECRETARY OF STATE FOR FOREIGN AND COMMONWEALTH AFFA
(2) SECRETARY OF STATE FOR THE HOME DEPARTMENT
(3) GOVERNMENT COMMUNICATION HEADQUARTERS
(4) SECURITY SERVICE
(5) SECRET INTELLIGENCE SERVICE

WITNESS STATEMENT OF MI5 WITNESS

Respondeits
H
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L, MI5 WITNESS, Deputy Director in the Security Smice,ofnmmesuousetmdon
SW1, WILL SAY as follows:

2) | am authorised to make this statement on behaif of MI5. The contents of
statement are within my own knowledge and are true to the best of
knowledge and belief. Where matters are not within my own knowledge
are based upon decumentation made avaflable to me and from discussions {
others within MI5.

3) Exhibited to this witness stalement is a bundle of documentation, marked “

page numbers of MI5 2 (page numbering is in the top right hand comer o
page).

2. References in this statement to page numbers {eg [pages xx & xx]) are ﬁr;he
f
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GISTS SHOWING IN UNDERLINED AND ITALICS

agreed. !umu!cto prfivm or demy in firis OPEN s "td_c"‘i!;;i any agreehien

[

[0 Sid i1 Tt i B fpreig RIS PAriners or LEAS has b 11 gver Hi _r__.,_l.”

have no reason to believe that any sharing of BPD wculd have taken glce

witheut appropriate authorisation, ;
Sharing of BCD with intemational partners and LEAs

)
9) The sharing of MI5's BCD (je [REDACTION)) or 2 sub-set of that BCD (itdelf
amounting to bulk communications data) would require' the appraval of the

HorneSecretaryaraSmﬁnrOIﬁdalinthe Home Office (paragraph 4.4.1 at ;ge

12)..8 faring request nionld have io he alt with in tiw data poreriymee team, and |

have made | inguiries ns fo m[:ﬂg[ & agregment af tl H ?_Secret or He «.u 3

G flice J5 Qeril SO ik 10 Sne 3 BCD 0 R _SHp-S¢t 0 _k o[ /] 15
interigtional par, HETS OF LEAS. | am 1nial 2 confrro er deny in b 'sO Statene
irugther any agreement fo such sharing ocen soughl over tis peripd in relatioh to

oreign linison pariners EAs. | have no eason ip belfeve that g simring of B

wouddd have taken place without appropriate authovisation,

10) Wailsi [ can wither confirm nor desty whetix Y3 nas agreed lo share or in fact sh
a) the principles an h_set out in Hangling A nts m
T . i t
w take into account the nature of the BPD aud BCD that was due o be disclosed: |
ake into gecoun e _nabire 6l 0 €004 0_1itich e e, con “1

@g@smg the BPD/BCD;

d) [ake fniio mocownt 2 approacl) taken by any othe ISH”‘DH‘ kat

8 and have regard lo any protocolsfunderstandiyes that the other geencies ifiin

liave usedfollowed.

f Tru

T believe that the facts stated in this witness statement are true.
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NOTE: REDAGTIONS: AR INDICATED [REDACTION] AND OISTS ARE Iy BOLD,|
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15. Thass poiloy siatemenis apply SiAsvide. Each Agency maintaing ]
mmmwmmwmhmmw‘m?ummw
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D. Sharing ;

18, M-mmmm-mhmhmmmi BFD.
il three Aganciss will caek in oncs fmes, m: '
effectveness end efiiciency. mmuﬁpﬁ:dm ‘ mham

+  Whan shating BPD fhe stipplying must be i
o s e Y B o e
Wmmm,mummgmumu
the: data In question. A log of data shadng will be maintained y sach sgemcy;
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¢+ Tha sharing of BPD njust bs suthersed in advare sendh within
m.-Mnnmhmmmmwwnhmm
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17.  These poliey sistements apply SiAwiin. Eagh '(mﬁum
sepamte
m@mﬁmhﬁﬁhhmm‘mmm

E. Retention

18, The Agancies review fhe necesslly and proportionally 'imﬁnudrdnﬁm
BPD. The following policy siatemenls apply to the Agencies: n”hé o

& W’Iw maw which review um; ] Agency
ﬂmmm_-gmmmmﬂmwb f s .
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NOTE; REDACTIONS ARE INDICATED [REDACTION] AND GISETS ARE N SOLD,
DOUBLE-UNDERLINED AND ITALICE P

Sharing Bulk Persbnal Data

-

|mmmMﬁbm'mwmmmmmm-m, m&nb#mi
the necessly snd proportionality of the acoess wnd 1se belng sought [RECACTION ! .
oL MIS_offich shuﬂhmhr&ﬂmhmwbmdmmoﬂﬁala

MIS nsither confirms, nor denies the axistance of BPD 1% ouiside the SIA
spacific holdings w e ‘

l e #

the

or & Imited numbsr of individiats within OSCT. Therafore any request o an
giher than GCHO or 618 sholld relisrgte tils posilion ss the regueatiy should
ihamseivos. Attempls to sstarisin W5 BPD holdings: by non-S1A ergenisafions shatid be reported :

[REDACTION]
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the data will support that

® The proportionality of acquiring and retaining the dats, Including in
: mmwmmrsammmnmudowmmmm.

When seeking authorisation to load a BPD into an analytical system for use,
staff must satisfy thomseives as to, and explain: '

¢ The purpose for which the BPD is required; and
¢ The necessity and proportionality of using the BPD.

" Inciuding in particular what intelligence aim Is fikely to be met and Tiow ]
cbjective. ‘

5.1 Emtmmmsmmmuhmmtomafmadata
ust

sscurity and protective sectrity standards, Moreover,eachlmammcesgrvlcam
astabhhhwxﬁngpmmdumsoasbmﬂmﬂnmegﬁtymd iality of

tmwomaﬁmmmm&mmmwisﬁﬂypmwmdmatmqam i
adaqmtesafegmﬁs-hphmw!dn&nimﬁuﬁofmymlmmdwchdm and, in

the event that such misuse otcurs, o ensure that appropriate disciplinary action s
taken, In particular, each Inteffigence Servics must apply the following protective
securily measures: '

+ Physical security to protect any premises where the ifermation may be |
accessed;

! :
¢ IT security 1o minimise the risk of unauthorised access to iT systems;

° Aswmwvetﬁngmgmmrpmmndmmlsdbdgmdtom
assurarce that those who have dccess to this material are refiable and
trustworthy. _

52 In rﬂaﬂontoWnaﬁonhMmmmaldataaehshe!d.Mlnteﬂigenee
Service is obfiged to put in piace the following additional measures:

« Access 1o tha information contained within the bulk personal datasets must be
strictly limited to those with an appropriate business requirement to use these
data;

* Individuals must only acoess information within a bulk personal datasat ff it is

necessary for the performance of one of the statutery functions of the relevant
Intelligence Service;
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poﬁcyadﬁoetakanasappmpﬁte.lndlﬁmﬂm.ﬂmmmmﬂigam Sarvice
may seek guidance ora decision from the Secretary of State.

When seeking to disdusoﬂ:emme(orasubset)ufa BPD, staff must be
satisfied that disclosure is: .

% Justified onﬂuhasiso.fﬂnmlmntmtory disclosure gateway.

@ Deﬁminedbbemumandpmpurﬂomhmmeobiecﬁw.

< Umibdtoon!yas_muchlwonasuﬁllaﬂhM‘mm;.

& Mmmmd by a setiior manager or, in difficult case, the Secretary of

7.0 Review of Retention and Deletion

7.1 Each Intelligénce Service must regularly review the operational and fegal
hsuﬁmﬂonfofihconﬁnuedmﬁaﬂﬂmandmu!eammxmmldm
mmmmnﬁonofanywmdatamhmmﬂnhsmd
necessity and proportionalily, all coples of it held within the rélevant Intefligence
Sarvlnemustbedeletedordesh'uyed.

72 The retention and review process requires consideration of the foliowing
factors:

* The operational and legal justification for continued retention, including its
necessity and proportionalty;

s Whether such informztion could be obtsined elsewhere through less intrusive
means;

An assessment of the valus and examples of use;

Frequency of acquisition;

The level of intrusion into privacy;

The extent of political, corporate, or reputational rigl;,

Wheﬁaeranymmtsormsmmmuldbaappnedmmmmmﬂm.

Forﬂ»purposasofrﬂenﬁon,miawwdekﬂmﬁm«mh
intelligence Bervice must:

¢ Ragularly review the justification for continued retention and use,
including its necessity and proportionality.

* DufmaBPﬂaﬂaradadslmismdeﬂmreMQnmmurnlsno
longer necessary or proportionate.




Distlostrg of HI5 BPD must be:

N T

¢ ¥
mbmﬂsmcnousmemmmmmeisrsmm BOLD, DOUBLE-
UNDERLINED AND ITALICS] .

8.2.6 The miayant fanp outiines the business case submiitad by the requesting
Agancy, detaling the data requested, the necassity*and proportionality case for
disclosure of that date and the proposed data handiing armshgements. Disclosure of
the whaole BPD (or subset thereof) is only permitted once such authorisation has
been given under this process. Orice the authorisation has been given,
arrangements will be mads for the data to be disclosed to the relevant aoquiring

8.3 Dlscbgurem aison seivices

8.3.1 [REDACTION]

6.3.2 There are however MMMWW
requireament, where disciosure to a lalsan service ] ntay be necessary
and proportionate in the interesls of national secunily. In this event, the same
disclosure fests would need to be applied as when disclosing to SIA pariners,
the seievaat fonm would have fo be completed. MIS would need to be satisfied that
disclosiwe 1o the relevant Nalson service met the dus! tests of necessity and
propottionality, All snquiries shotld be directed to five deta governaace Seam. Prior
to disciosure, ataff must (a) take reasonabie steps to enaire that: the taison pariner
has and will maintsin safisfactory arrangements for safeguarding the confidentiality of

< Justified on the basis of the relevant statutory disclosure gateway;
¢ Assessed fo be necessary and propartionate to the objective;

%+ Limited to only as much information as will achieve the objective:
¢ Authorissd GEEAA, K gl using Ar- LERT,

JGLL T

R

1.0 DATA RETENTION AND REVIEW
7.1. Bulk Porsonal Data Review Panel

7.1.1 The Builk Personal Data Review (BPDR) Panel currertly meels at laast every 6
months to conduct a review of bulk personal datasets in Mi5's possession, to ensure
thet thelr retention and uss remains necessary and proportionate for Mi to cany out
usumaggggmpmnmmhmmngzmsm

7.1.2 Panei mambars will satisfy themselves that the leve! of intrusion is justiiable
mmmwumnmwmmnmﬂum
Protection Act 1988, M5 can only retain BPD whete i is necessary and
propartionate fo do 8o, and If it is judged (at any fime, bt Including on review) that i

s 0o and to retain o dataset, all coples must be
hrg_arnm_ proporfionate m
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the whole bulk Gomnunicaﬂpns datasst.

4.4.5 Before disclosing any BCD, staff must take reasonable steps to ensure that
the intended recipient organisation has and will maintain satisfactory anangements
for safeguarding the confidentiality of the data and ensuring that it is securely
handled, or that they have received satisfactory sssurances from the intended
reciplent arganisation with respect to such armangements.

4.4.6 These cordifions must be met for all discosuns, including between the

Inteligence Services and apply equally in making the decision to disclose an entire
BCD, a subset of BCD, or an individual piece of data from the datasat.

communications data dr of a subset of the bulk communications data rather than of 1 @

P T

Disclosure of BCD must be: - , o

4 Justified on the basis of the relevant statutory disclosure gateway;
¢ Assessed to be necessary and proportionate to the objective;
< Limited to only as much information as will achieve the objective;

< Authorised by a Senior Official or Secretary of State (entire BCD or a
subsaet). ;

4.5 Review of Ongoing Acquisition and Retention, and Deletion

451 Each |nteligence Service must régularly review, i.e. at intervals of no less
than six months, the oparational and iegal justification for its continued retention and
use of BCD. Thie ghould be managed through a review panel tomprised of senior

representatives from Information Governance/Compliance, Operational and Legal
teams. :

452 The reterttion and review process requires consideration of:

- An assessment of the value and use of the dataset during the period under
review and in a historical corext;

- the operational and legal justification for ongoing acquisition, continued
retention, including its necessity and proportionality;

- The extent of use and specific examples to llustrate the benefits;
- The level of actual and collateral intrusion posed by retention and exploitation;
- The extent of corporate, legal, reputational or political risk; ‘:

- Whether such information could be acquired elsewhere through less Intrusive
means.

46.3 Should the review process find that there remains an ongoing case for
acquiring and retaining BCD, a formal review will be submitted at intervais of no less
than slx months for congideration by the relevant Secretary of State. In the event that
the Intelfigence Service or Secretary of State no longer deem it to be necessary and
proportionate to acquire and retain the BCD, the Secretary of State wilt cancel the
relevant Section 84 Direction and instruct the CNP concemed to cease supply. The
relevant intelligence Service must then task the technical teamfs] responsible for
Retention and Deletion with a view to ensuring that any retained data is destroyed
and nofify the Interception of Communications Commissioner avtordingly.
Canﬂnnalionofcor;;lﬂeted deletion must be recorded with the relevant Information
Govemance/Compliance team,

8
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UNDERLINED AND ITALICS]
4.4,7 Where disciosure of an entfrs BCD (or & subset} is contempisted, (in

o the requirement In 4.4.1 ¢ ) thils I to: Internad
procedi _mnwﬂabmmmm hﬁ.mdmmmb of
an: met : o

i
[NOTE: REDACTIONS ARE INDICATED AND GISTS.ARE (N BOLD, DOUBLE- |
| i

S

Rlaclosure of WIS BCD munt ba:

& mmhmdmmmmw
+ Assessed to b necessary and proporfionate to the oljsciive;

< Limited 0 only s much information as will achieve the phiactive; :

¢ Agread by DG and autioriesd by the Home Secretary or Senior Official

{entis BCD or & subset).

include, but i net @mited to: _
- Aumammwmawmmmmmﬂ&
review and in & historichl comtexdt: i

~ the ‘
- The exdent of yoe and spacific examples o lusirats tha benefits; é
- The level of actual and oclleteral Infrusion pesed by ratention and exploltation]
= The extent of corporale, fapat, mputationg! or pofitical risk; '
g m\xmmgﬂﬂmmummmmm

= Any mievant ethics! (setes;
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