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GISTS SHOWING IN UNDERLINED AND ITALICS

Case No. IPT/15/110/CH
IN THE INVESTIGATORY POWERS TRIBUNAL

BETWEEN:

PRIVACY INTERNATIONAL i

and

(2) SECRETARY OF STATE FOR THE HOME DEPARTMENT

(3) GOVERNMENT COMMUNICATION HEADQUARTERS

(4) SECURITY SERVICE

(6) SECRET INTELLIGENCE SERVICE

(1) SECRETARY OF STATE FOR FOREIGN AND COMMONWEALTH AFFAIRS
Í

WITNESS STATEMENT OF MI5WITNESS

i

¿

2) 1 am authorised to make this statement on behalf of MIS. The contents ofthis
statement. are within my own knowledge and are true to the best of

knowledge and belief. Where matters are not within my own knowledge they

are based upon decumentationmade available to me and from discussions y
others within MI5.

3) Exhibited to this witness statement is a bundle of documentation, marked MIS

page numbers of MI5 2 (page numbering is in the top right hand comer of

2". References in this statement to page numbers (eg [pages xx to xx]) are

page). !

Respondents
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GISTS SHOWING IN UNDERLINED AND ITALICS

have no reason to beli that any sharing of BPD would ave ken place
without appropriate authorisation.

Sharing of BCD with international partners and LEAs i

19) The sharingof MIS's BCD (ie [REDACTION) or a sub-set of that BCD (itself
amounting to bulk communications data) would require the approval of| the
Home Secretary or a Sénior Official in the Home Office (paragraph
12). Any sharing requestwould have to be dealt with in the data o a
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which His hosted, These safeguards include (but are ont lo) audis,

1 ai t+ . The Agencies will lake appropriale ection against any person identifiedmis BPO, or y
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15. These statements SlAide. Each Agency maintainecomete Foley e inca ad eal Be usec ABS o 1

14. Althres have = common interest ir soquiriigs sand BPD. Asaall three Agencias wil! taek lo ones and mes, groundsSS grid efficiency. The policy sien apply la Pre Agenda,

The sharing of BPD njuct be sulhorised ln advance by a tende individualwithin each }° Agency, nnd no ln to share may be token went nach amet oo

e ‘The Agencies oe) as ced ic la tum bout prós acces fo another

commissioning, '

as judged appropdate ix Gne with on

17. — These policy sistements apply Silk Each maintains separatecomplementar policy end guidance to ali ste in the process of eng EPD and mens

E Retention

12. The Agencias review Me necessity and proportionality of ths!confinasd retention ofBPD. O rong eae ee pia
« Earh Agancy review panel which will review BPD retention that Agency, tnEE yo hime ‘Ones every aix montis; ! dé |
. These panels wit invite representativos from each of the other Agencies to discussdata sharing (both data nod upplications grarting access to D) santa consistency
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NOTE; REDACTIONS ARE INDICATED [REDACTION] AND di BOLD,
OOUBLE-UNDERLINED AND FTALICS

Sharing Bulk Personal Data

2
2

BIS identities a requirement, they should discuss their require!
A meer meme agency and the BE cala sponser belleve we
businesscase to chere tha data & formal requast must be mede to MIS via

[REDACTION The relevant data sponsor is then responsible for cubraking

thé releventdata sponsoring

wil consult e Jedal adviser on the f
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Once is approved arrangementswill be made for theAnobwark Yor electronic transfer.“thatelectronic transfer fs not physical trinsfer must be conducted in accordance withbr
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the data will supportthat

- particular whether there is a less intrusive method of obtaining the data.

When seeking authorisationto loada BPD into an analytical systemfor use,
staff must satisfy themselvesas to, and explain:

* The purpose for which the BPD is required; and

+ The necessity and proportionality of usingthe BPD.

including in particularwhat intelligence aim le likely to be met and how
objective. | h

* The proportionalityof acquiring and retainingthe data, Including in

5.1 Each Intelligence Service attaches the highest priority to maintaining data
security and protective security standards, Moreover, each Intelligence Service must
establish handling procedures so as to ensure that the integrity and confidentiality of
the information in the bulk personal dataset held is fully protected, and that there areadequate safeguards In place to minimise the risk of any misuse of such data and, In
the event that such misuse occurs, to ensure that appropriate disciplinary action is
taken, In particular, each intelligence Service must apply the following protective

* Physical security to protect any premises: where the information may be
accessed;4

+ TT securityto minimisethe risk of unauthorisedaccess to ÎT systems;

o A security vetling regime for personnel which is designed to provide
assurance that those who have access to this materialare reliable and
trustworthy.

5.2 In rélation to information in bulk personal datasets held, each Intelligence
Serviceis obliged to put in placethe following additional measures:

+ Access to the information contained within the bulk personal datasets must be
strictly limited to these with an appropriate business requirement to use these
data;

e Individuals must only access information within a bulk personal dataset if it is
necessary for the performance of one of the statutory functions of the relevant
Intelligence Service;

statutory functions of the relevant Intelligence Service, or for the aüdifionat
limited purposes described in paragráph 3.1.4 above;

* Before accessing or disclosing information, individualsmust alse consider
whether doing so would be proportionate (as described. in paragraphs 4.4above and 6.3 below). For instance, they must consider whether other, lessintrusive methods can be used to achieve the desired outcome:

6
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Policy advice taken as appropriate. In difficult cases, the relevant intelligence ServiceMay seek guidance or a decision from the Secretary of State.

When seeking to disclose the whole (or a subset) of a BPD, staff must be
satisfiedthat disclosure is:

+ Justified on the basis of the relevant statutory disclosure gateway.

+ Determined to be necessary and proportionate to the objective.

$ Limited to only as much information as will achieve the ubjective.

$ poro by a senior manager or, in difficult case, the Secretary of

7.0 of R ion and Deleti

74 Each Intelligence Service must regularly review the operational and legaljustification for its continued retention and use of each bulk personal dataset.
Where the continued retention of any such data no longer meets the tests of
necessity and proportionality, all copies of it held within the relevant Intelligence
Service must be deleted or destroyed,

72 The retention and review process requires consideration of the following
factors:

* The operational and legal justification for continued retention, including its
necessity and proportionality;

e Whether such information could be obtained elsewhere through less intrusive
means;

An assessment of the valueand examples of use;
Fraquency of acquisition;

The fevel of intrusion into privacy;
The extent of political, corporate, or reputational risk;
Whether any caveats or restrictions should be applied to continued retention.

For the purposes of retention, review and deletion of BPD-sets, each
Intelligence Service must:

+ Regularly review the justification for continued retention and use,
inctuding its necessity and proportionality.

8.1 The acquisition, retention and disclosure of a bulk personal dataset is subjectto scrutiny in each Intelligence Service by an intemal Review Panel, whose functionis to ensure that each bulk persona! dataset has been properly acquired, that anydisclosure is properly justified, that lts retention remains necessary for the proper
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INOTE: REDACTIONS ARE INDICATED AND GÍSTS ARE IN BOLD, DOUBLE-
UNDERLINEDAND ITALICS] $

6.2.6 The relevent farm outlines the business case submiitad by the requestirig
Agency, detailing the data requested, the necessity'and proportionality case for

disclosure of that data and the proposed data handing arrangements. Disclosure of
the whole BPD (or subset thereof) is only permitted once such authorisation has
been given under this process. Once the authorisationhas been given,
arrangements will be made for the data to be disclosed to the relevant acquiring

53 Disclosure to Batson seívices

8.3.1 [REDACTION}

6.3.2 There ere however some circumstances, patron operational
requirement, where disclosure to a Isisgn service may be necessary
and proportionate in the interests of national security. In this event, the same lega!
disclosure tests would need to be applied as when disclosing to SIA partners, and
tha relevant form would have to be completed. MIS would need to be satisfied that
disclosure lo the relevant Maison service met the dual tests of necesalty

Disclosure of MIS BPD must be:

Justified on the basis of the relevant statutory disclosure gateway;
+ Assessed to be necessary and propartionate to the objective;
+ Limitedto much information as will achieve the objective:

LO DATARETENTIONAND REVIEW

7.4. Bulk Porsonal Data Review Panel

7.1.1 The Bulk Personal Data Review (BPDR) Pane! currently meets at last every 6
months te conduct a review of bulk personal datasets in MI5's possession, to ensure
that their retention and uss remains necessary and proportionatefor MIS to carry out

E iS
7.1.2 Panel members will satisty themselves that the level of intrusion is justifiable
under Article 8(2) of the ECHR and is in [ine with the requirements of the Data
Protection Act 1998, MIS can only retain BPD where it ls necessary and
Propartionste to do so, and If it is judged (et any time, but including on review) that R
no and to retain a all cop List beinno longo necessary and propertionsie dataset,al coples must be
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communications data dr of a subset of the bulk communications data rather than of |
the whole bulk communications dataset. . i

4.45 Before disclosing any BCD, staff must take reasonable steps to ensure that :
the intended recipient organisation has and will maintain satisfactory arrangements i
for safeguarding the confidentiality of the data and ensuring that it is securely |
handled, or that they have received satisfactory essurances from the intended |
recipient organisation with respectto such arrangements. ;

i

44.6 These conditions must be met for all disclosure, including between the
Intelligence Services and apply equallyin making the décision to disclose an entire
BCD, a subsetof BCD, or an individual piece of data from the-dataset.

Disclosureof BCD must be: -

Justified on the basis of the relevant statutory disclosure gateway;

+ Assessed to be necessary and proportionate to the objective;

> Limited to only as much information as will achieve the objective;

<+ Authorised by a Senior Official or Secretary of State (entire BCD or a
subset).

4.5 Reviewof Ongoing Acquisition and Retention, and Deletion

4.5.1 Each Inteligente Service must regularly review, Le. at Intervals of no less
than six months, the operational and legal justification for its continued retention and

use of BCD. This should be managed through a review panel comprised of senior
representatives from Information Governance/Compliance, Operational and Legat
teams.

4.5.2 The retention and review process requires consideration of:

- An assessment of the value and use of the dataset during the period under
review and in a historical context;

- the operational and legal justification for ongoing acquisition, continued
retention,including its necessity and proportionality;

- The extent of use and specific examples to Illustrate the benefits;

- The levelof actual and collateral intrusionposed by retention and exploitation:

- The extent of corporate, legal, reputational or political risk;

- Whether such Information could be acquired elsewhere through less intrusive
means.

4.5.3 Should the review process find that there remains an ongoing case for

acquiring and retaining BCD, a formal review will be submitted at intervals of no less

than six months for consideration by the relevant Secretary of State. in the event that
the Intelligence Service or Secretary of State no longer deem it to be necessary and
proportionate to acquire and retain the BCD, the Secretary of State will cancel the
relevant Section 94 Direction and instruct the CNP concemed to ceate supply. The
relevant intelligence Service must then task the technical tearnis] responsible for
Retention and Deletion with a view to ensuting that any retained data is destroyed
and notify the Interception of Communications Commissioner actordingly.

eta in deletion must be recorded with the relevant Information
Govemance/Compliance team,
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44,7 Where disclosure of an entire BCD (or a subsat) is contemplated, (in
lo the requirement In 4.4.1 above) this is subject to prior internal

,
 

.

procedk to the requirements in 4. that apply to of

to the Home Offioa/Home Secretary) the BOD bz fomelly requeated
requesting agency from MS through an agreed sharing procadure using

cane sa 2

448. Feia nor Details condart, y suberdenios wit be prepared fox the
Office antitor Home Secretary. Disclosure af the whole BCD (or subset fhereo!)

Disclosureof WES BCD mart be:

+ Justified on the basis of the relevant statutory disciosure gateway:

+ Assessed to ba necessary and proportionate to the objective;

+ Limited ta onty es much Information as will achieve the objective;
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